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Hi, is it really you? Mg, EKRRG?

Vocabulary: fraud g/ iF%

People who want you to part with your cash and ,
property can steal your passwords and personal
details, but what about your voice?

That's what some big companies asked themselves
before turning their attention to voice biometrics
in their war against fraudsters.

Emmanuelle Filsjean, head of marketing for a h ]

company which advises retail banks on security, Is voice recognition the latest word in security?
says: "Voice is a dynamic form of biometrics,

rather than static like a fingerprint. It's harder to replicate and copy digitally."

Digital voiceprints contain over 100 identifiable elements. And, by using complex
mathematical algorithms and the latest high-definition audio equipment, experts believe
they can now identify people accurately more than 97% of the time.

Even identical twins can be told apart from their voiceprints, making the technology reliable
enough to be used as evidence in courts of law.

Voice is crucial because call centres are still the main way we interact with companies,
despite the rise of online banking and shopping.

Traditional authentication measures, involving personal identification numbers (PINs),
passwords, and 'memorable' answers to agreed questions, have proved fallible because we
keep forgetting them. But voice is the most natural way of interaction.

While no biometrics security system is totally foolproof, fraudsters using high definition
recordings of someone's telephone pass phrase should still be caught out, according to voice
biometrics companies. They say even the highest-quality recordings use some form of
compression that changes the highest and lowest frequencies.

Even a slight mismatch with the customer's voiceprint will trigger a 'live test' conversation
that is almost impossible for fraudsters to spoof, particularly if they've only got a recording to
use.

It's no surprise so many companies are keen to hear the latest word in security systems.
Fraudsters are stealing at least £52bn from the UK economy each year, according to the
National Fraud Authority (NFA).
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Quiz %
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Why is voiceprint more efficient than fingerprints to prevent fraud?

How sure can you be someone is who they say they are when they speak?

Why are 'memorable' answers not the best way to identify people?

What's the cost of fraud to the UK economy?

Which expression in the article means to be discovered doing something wrong?
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Exercise %]
THIRIEA SR HIEI T e R . WNEANRE T EF DR ESENRIRIENA TS AL .

1. I know nothing about photography but found a camera which will make
all my pictures look perfect!

fallible accurate foolproof complex
2. Leonardo Da Vinci's painting style is difficult to . He was unique!
steal replicate spoof catch out
3. Oh, you lost your credit card? How terrible! Get in touch with their and
cancel it!
court of law expert call centre fraudster

4. You should only give your address to people and companies you know. Keep your
private.

personal details fingerprints mathematical algorithms live test

5. The police said it would be easy to who stole my car because there were
many witnesses in the area.

foolproof identify replicate interact with
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Answers and Glossary Z£Z5#C

Quiz /%

1. Why is voiceprint more efficient than fingerprints to prevent fraud? Because it is
changeable with time, unlike fingerprints.

2. How sure can you be someone is who they say they are when they speak?
Experts say you can be 97% sure.

3. Why are 'memorable' answers not the best way to identify people? Because these
are often forgotten.

4. What's the cost of fraud to the UK economy? According to the NFA, £52bn.

5. Which expression in the article means to be discovered doing something wrong?

To be caught out.

Exercise %4

1. I know nothing about photography but found a foolproof camera which will make all
my pictures look perfect!

2. Leonardo Da Vinci's painting style is difficult to replicate. He was unique!

3. Oh, you lost your credit card? How terrible! Get in touch with their call centre and
cancel it!

4. You should only give your address to people and companies you know. Keep your
personal details private.

5. The police said it would be easy to identify who stole my car because there were
many witnesses in the area.
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Glossary #HICER

a password L
personal details MAEE
biometrics AR
a fraudster Ve #
fingerprint R
voiceprint 2
a mathematical algorithm B
55E

a court of law

TR b
a call centre HL i R 55 F L

7AN Q,‘

authentication g atis

N Nel=l =)
the personal identification MBS 5
number (PIN)
fallible SRR )
foolproof KL, 524
mismatch ARICES, AN
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